Monitoring and analyzing pedestrian traffic in and around retail stores has become an important tool for discovering underutilized operational and marketing opportunities of retail localities. Since a large proportion of pedestrians nowadays carry mobile phones, visual observation methods of the past could give way to cell-tower and WiFi based capture of passers-by, optionally augmented by aggregated or anonymized demographic data about them coming from their service providers. A major mobile phone operator recently announced the introduction of such a service in Germany, the U.K. and Brazil, but had to cancel its plans for Germany since the revelation caused nationwide privacy uproar.
Introduction
Monitoring and analyzing pedestrian traffic inside and outside of retail stores has become an important means for understanding and improving customer catchment, marketing effectiveness, sales staff allocation, and the influence of external factors such as weather, time and nearby events. Tracking pedestrians' movements can also help town planners, event organizers and emergency services to analyze the behavior of crowds on different days of the week and at different times or occasions, and to validate the effectiveness of urban developments. Traditionally, footfall analytics has relied on visual observations by humans, either directly or indirectly through video [1], or people-counting cameras and sensors based on various technologies [2] . The fact that a large majority of people nowadays carry mobile phones when they leave their homes enables new and more powerful technical solutions for foot traffic monitoring: cell-tower based positioning [e.g., 3] which is currently coarser-grained but available outdoors, and WiFi-based positioning [e.g., 4-6] which is currently finer-grained and mostly available indoors. Both technologies can deliver value beyond people counts and location information if positioning is carried out by, or in cooperation with, pedestrians' mobile network operators or WiFi access point operators. Those providers typically possess personal data about their customers, which they can convey to interested recipients together with location and time stamps, individually per pedestrian or in aggregated statistical form.
These new wireless-based technologies for footfall analytics, and specifically their potential for personal data transfer, seem however problematic from a privacy point of view. In the fall of 2012, a subsidiary of Telefónica announced its plans to introduce a "Smart Steps" footfall analytics service in Germany, the United Kingdom and Brazil, based on the location and demographical data of its mobile phone customers. The service would allow subscribers to find out, e.g., "how many customers visit an area by time, gender, and age" and to determine "the movement of crowds at any given place by hour, day, week or month" [3] . The announcement lead to a public privacy outcry in Germany [7, 8] . Telefónica thereupon pulled its plans for Germany, but introduced this service later that year in the U.K.
The applicability of data protection laws to such business models is limited, since "personal information" that is protected by these laws is narrowly defined: it denotes "any information relating to an identified or identifiable natural person" [9] or "refers to any data, including aggregations of data, which is linkable to a specific individual" [10] . Processing of data about an individual is not regulated any longer when this data is "de-identified", i.e., anonymized, pseudonymized, or compiled into statistics in such a way that it cannot be related to an individual with reasonable efforts [11] [12] [13] . Also the proposed new European General Data Protection Regulation [14] continues to maintain that "the principles of data protection should not apply to data rendered anonymous in such a way that the data subject is no longer identifiable".
It is possible to anonymize both individuals' location data from cell phone towers and personal data from customer files in such a way that both can still be merged in this anonymized form [15, 16] . Individuals' consent to the disclosure of such merged anonymized data to third parties is then no longer required. In the UK, Telefónica does not even seem to allow its customers to opt out of the Smart Steps service [17] . The situation is somewhat different in Germany where the protection of location information in telecommunications networks and services is regulated both by the Federal Data Protection Act [18] and also by the German Telecommunications Act [19] . The latter mandates a separate written (i.e., non-electronic) agreement if location data are used for value added services to third parties [20] , even if the data is anonymized. 1 Users also must be alerted each time when this happens.
Against this background, we conducted an exploratory interview study among mobile phone users in Germany, to gauge to what extent they would accept if their providers disclosed their customer data to retail stores they pass by, in aggregated or in individualized but anonymized form. To the best of our knowledge, this is the first such empirical study on this topic. We aimed at answering the following questions:
